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ABSTRACT 
Cloud computing is a new technology which enables the users to share resources as a service over the internet with cost effective. 

Data integrity is considered as a important issue while outsourced the data.It ensures that data retrieved is same as data stored or 

transmitted and also it refers to the validity and accuracy of data. In cloud computing, data integrity assurance is one of the major 

challenges because the user has no control over the security mechanism that is used to protect the data. In this study a new 

technique is addressed using block based determinant approach to enhance the performance of data integrity checking on cloud 

storage without using Third Party Auditor (TPA). In this approach, the data is partitioned into number of blocks and then each 

block of data is converted into a square matrix and a determinant factor of each matrix is generated dynamically to ensure data 

integrity. Digital signature is generated using MD5 algorithm for each determinant factor and then apply data coloring on digital 

signature to ensure data integrity. This provides an efficient mechanism between the client and the cloud providers to ensure data 

integrity instead of applying on the whole file, to make computation faster. By exploiting attributes such as encryption /decryption 

time, memory utilization which provides efficient technique for verification of untrusted and outsourced storage. The Performance  

analysis  shows  that  the proposed scheme is highly efficient and provably secure as it overcomes the limitations of previous 

approaches of data violation checking methods.Thus the proposed scheme reduces the server computation time while compared 

with previous systems. The paper is organized as follows: Section1 describes introduction, related work is given in Section2. In 

Section3 proposed methodology is discussed. Section4 describes results and discussion. Section5 concludes the paper. 
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INTRODUCTION 
 

Cloud computing is a new computing paradigm in which dynamically scalable resources are shared as a 
service over the internet. Nowadays, it becomes more and more popular where the data is outsourced. Cloud 
storage services enable user to enjoy with high capacity and high quality storage with less overhead but it has 
many potential threats i.e., data integrity, data availability, data privacy and so on. There are two issues that are 
mainly occurred in cloud computing. The first issue is data integrity. The second issue is unfaithful cloud server 
provider. As data owner outsourced their data through the cloud do not maintain the local copy so cryptographic 
measures cannot be used directly to monitor the integrity of data and also downloading the data for monitoring 
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integrity is not a viable solution as it incurs high cost of input/output and transmission across the network. 
Therefore, an external Third Party Auditor (TPA) is required. The TPA is an independent authority that has 
capabilities to monitor the integrity of outsourced data by the client and inform on data corruption or loss, if any. 
But it needs more memoryand time for verification. Data integrity is the form of protection of data against loss 
and damage caused by hardware, software and network failure. Inaccuracy of data can occur either accidently 
through programming errors or maliciously through breaches or hacks. It is one of the important aspect among 
the other cloud storage issues because data integrity ensured that data is of high quality, correctness, 
consistency, accuracy, security, confidentiality, reliability, and accessibility but assurance of data integrity in the 
cloud is a major challenge that is faced by today’s cloud users. It refers to assurance by the user that the data is 
not modified or corrupted by the service provider or other users. The efficiency of data integrity is measured 
using some parameters like time for processing the data, memory for storage. Nowadays, software professionals 
employ number of practices to ensure data integrity which includes data encryption, data backup, access 
controls, input validation,data validation, error detection and correction while transmitting and storing the data. 
The performance of data violation checking methods which are affected due to communication overhead, 
memory overhead, key size, and execution time. The scope of the data integrity assurance mechanism can be 
classified into two levels: To prevent data corruption, to detect and correct data violation. The algorithms and 
methods for ensure data integrity is discussed in [2]. Data coloring on digital signature is considered for 
information is transferred with secure manner. 

 
Related work: 

This section discusses the performance of the various methods and algorithms used to ensure data integrity 
in cloud environment. 

In paper [3], certain degree of integrity assurance is provided by RAID technique but it operates only on 
binary data and takes more computation time with high cost. In paper [9], to evaluate the performance of the 
encryption algorithm for text files, it uses AES, DES and RSA algorithm and the parameters such as 
computation time, memory usage, and output bytes are considered. The time taken to convert the plain text in to 
cipher text is known as encryption time. Comparing these three algorithms, RSA takes more time for 
computation. The memory usage of each algorithm is byte level. RSA requires more memory than AES and 
DES. In paper [10], various algorithms such as AES, 3DES, Blowfish and DES are discussed. The encryption 
time is the time that an encryption algorithm takes to produce a cipher text from a plaintext. The decryption time 
is the time that a decryption algorithm takes to reproduce a plaintext from a cipher text. Throughput is equal to 
total plaintext in bytes encrypted divided by the encryption time. Higher the throughput, higher will be the 
performance. Asymmetric encryption techniques are slower than symmetric techniques, because they require 
morecomputational processingpower. Also, Blowfish algorithm gives the better performance than all other 
algorithms in terms of throughput. In paper [6], [12], the performance evaluation of AES and BLOWFISH 
algorithms are discussed.  The parameters such as time consumption of packet size for 64 bit encodings and 
hexadecimal encodings, performance of the encryption of text files and images, and the throughput are 
considered. The result shows that Blowfish has better performance than AES in almost all the test cases includes 
changing the packet size.  

 
Methodology: 

The proposed technique is based on the determinant factor (DF)approach to ensure data integrity and 
security which involves the following steps: Before transmitting the series of data, it is divided into N-matrices, 
where N is given by: 

 
Where (d × d) is the number of elements per matrix. The determinant factor of each matrix is computed and 

appended with the data. At retrieving stage, it is compared with the determinant factor of the retrieved data to 
ensure data integrity.But it is observed thatthere are one defect with this method.The DF is zero if any one of the 
rows is proportional to another row; the same is true for columns. Also the DF does not change if some of the 
rows or some of the columns are interchanged. In addition, the DF is zero if any single row or column has zero 
values only. In order to alleviate a new technique is called matrix rotational approach is performed as the 
following: For each element of the matrix, a partial clockwise rotation is carried out. Then a clockwise rotation 
from bottom to top of the matrix is made to formalize the original data matrix into a new matrix. The 
determinants of both original and partial clockwise-rotated matrices are computed and appended with each 
matrix. For example, DF value for the following matrix is zero. After applying this new technique, DF value of 
the resultant matrix is not zero.  
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Then encrypted digital signature for each determinant factor is generated. Finally, data coloring is applied 

for each digital signature before transmission or storing the data. At the receiving end, both determinants are 
recomputed again and compared with the received values and decrypted signature. If there is a match, it ensures 
that there is no modification in the data during the transmission otherwise particular block of data is to be 
violated. The results of the proposed system shows that Block based determinant approach outperforms than 
other data integrity checking methods due to block level processing and providing data privacy for securing the 
data from unauthorized users.Fig.1 shows the architecture of the proposed system. 

 
Fig. 1: Architecture of the proposed system 

 
Block based determinant approach which includes the following steps: 

 
Sender’s End: 

1.Divide the data into number of blocks.Data is taken as a text format and text is considered as a string. 
Each string is converted as bytes and decides how manybytes constitute a block.Next bytes will be added and 
divided into blocks, thus the data is divided into blocks. 

2.Convert each block  of data into square matrix. 
3.Find Determinant Factor (DF) for each matrix. 
4.Construct a new matrix using Triple SAD technique to ensure DF not to be Zero. 
5.Find DF for the matrix constructed in Step 4. 
6.Generate digital signature using MD5 for  
each DF calculated  in Step 5. 
7.Apply data coloring for each of the digital  
signature generated. 
8.Store the colored data into cloud storage. 
 

Receiver’s End: 
1.  Regenerate the colors  from  the  colored data 
2.  Decrypt    the    digital    signature  and  construct the matrix 
3.  Calculate DF for the matrix constructed in step 2     
4.  Construct the new matrix and calculate DF  
5.  Compare the results obtained in steps 1,2,3, and 4 respectively of Receiver’s End with 7, 6, 5, and 3 of 

Sender’s  End. 
6.  If the results  are  matched  in   all the steps  mentioned  in step 5,  ensure data integrity  otherwise do not 

attain  integrity of data. 
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Fig. 2: Block diagram for generating the digital signature 

 
The block diagram for genarating digital signature is shown in Fig. 2 The steps are involved to generate 

digital signature are as follows.  
 

Signed and Encryption: 
1. Sender send a message as DF 
2. Calculate Digest 
Digest=[Message]hash 

3. Sign the Digest 
Message+[Digest]kpri+kpub 

4. Evaluate Symmetric key(ksym) 
5. Encrpt with Symmetric key 
 [Message +[Digest]kpri+kpub]+ksym 

6. Encrypt Symmetric Key 
 [Message +[Digest]kpri+kpub]+ [ksym] 
7. Send signed and encrypted message to  Recipient 
 
Here steps 1,2, and 3 are for Signature  generation and  steps  4,5,6, and 7 are for  encryption 
 

Decrypt and Verifying message: 
1.  [Message +[Digest]kpri+kpub]+ [ksym] 
2. Decrypt Ksym with receivers private key 
 [Message +[Digest]kpri+kpub]+ksym 

3. Decrypt MessagewithKsym 
 [Message +[Digest]kpri+kpub] 
4. Decrypt Digest using Public key and  also Evaluate the Digest 
Digest = [Message]Hash 

5. Compare these two Digests 
 
If two digests are equal, message is decrypted and signature is verified. 
Here steps 1,2, and 3  are for Decryption and  steps  4,5  are for Verification. 
 
The block diagram for generating color coding is shown in Fig. 3 which describes  the details involved in 

the color matching process, which aims to associate a colored data object with its own, whose user identification 
is also colored with the same Ex, En, and He identification characteristics. 
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Fig. 3: Block diagram for generating color coding 

 
Each user is specified by a color that helps to protect and also avoids the manipulation of original data. The 

cloud drops are added into the input and remove color to restore the original. The process uses three data 
characteristics to generate the color: the expected value (Ex) depends on the data content known only to the data 
owner. Whereas entropy (En) and hyperentropy (He) add randomness or uncertainty, which are independent of 
the data content and these three functions generate a collection of cloud drops to form a unique color that the 
providers or other cloud users cannot detect. This technique can also be applied to protect documents in the 
cloud. This process initiates authentication and authorization.In the cloud model, the overall property of cloud 
drop scan be represented by three numerical characters i.e.,Ex, En, and He. On one hand, construct forward 
cloud generator using second-order normal distribution, and produce a lot of drops that have useful 
mathematical property based on probability measure space, as illustrated in Algorithm 1. On the other hand, 
based on probability theory, construct reverse cloud generator to cope with the cloud drops and revert Ex, En, 
and He, as illustrated in Algorithm 2. 

 

 
 



277   P. Premkumar et al., 2016/ Advances in Natural and Applied Sciences. 10(10) Special 2016, Pages: 272-280 

 

Ex is provided by data owner; En and He are produced by negotiation of data owner and service provider. 
Each Cloud user is provided with a value called expected value which is known only to the user and the 
negotiated values with the CSPs are Entropy which is unique for all users in the particular group sharing the data 
in the cloud and Hyper-entropy is the value which is common to all the group users of the data.Then, a lot of 
cloud drops will form by forward cloud generator and are used to color the user data. When the data are used, 
the cloud drops are extracted from colored data, and Ex0, En0, and He0 will be produced by reverse cloud 
generator. Final color matching will complete the conformation. Data owner and storage service provider 
negotiate together to select En and He, just like the key. Ex, En, and He are three mathematical characters. En 
and He can be used to transform a certain print to uncertain print drops, which will also the discernment of the 
paint. Fig. 3 shows different paint drops according to different En. Also compute the entropy of each cloud drop 
(En0) and compare the difference between En and En0. To provide the continuous authentication within the 
group, an automated validation using the tiny bit of data can be made at regular intervals of time.The experiment 
result is illustrated in concerned table, and the curve of case is shown in different Fig. 4.  

 
RESULTS AND DISCUSSION 

 
The performance of checking data integrity evaluated using cloud simulator based on the parameters such 

as Execution time, Block size and length of key. The curve1 describes resource utilization based on CPU time, 
memory.In Curve 2 and 3 discussed encryption and decryption time for each block of data. Based on the results 
this approach  provides better accuracy compared with using TPA for ensure data integrity and also checking 
block level of data instead of whole to enhance data security along with data integrity assurance. 

 

 
1. Resource Utilization: 

 
Time CPU (MIPS) RAM (MB) 
5 52 8 
10 54 7 
15 60 6 
20 62 8 
25 58 8 
30 58 8 
35 55 9 
40 60 7 
45 52 6 
50 52 8 
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2. Execution Time: 
 

CloudLet ID Start Time  Finish Time 
5 5 10 
10 5 10 
15 10 15 
20 15 20 
25 20 25 
30 20 25 
35 25 30 
40 25 30 
45 30 35 
50 30 35 

 
Comparative Analysis: 

The comparative analysis describes MD5 is faster but has 128-bit output, while SHA has 160-bit output. An 
analytical study between MD5 and SHA were present, results that MD5 is faster ie., computation time is less 
than SHA algorithm. 

 

 
 

DataSize(KB)  SHA(S) MD5(S) 
50 7 5 
100 13 10 
500 16 12 
1024 18 15 
5120 22 20 
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Conclusion: 
In this paper a new model for data violation checking to ensure data integrity over the cloud computing is 

proposed. This model uses data coloring on digital signature to achieve the data integrity which helps the user to 
verify and examine the data from unauthorized people from manipulating the data in the cloud. Also, this paper 
presents a new approach for improving the performance of data integrity checking during data storage and/or 
transmission. The performance measures viz., better encryption time and a quicker detection of compromise of 
the clients' files in cloud environment are considered in the proposed system. In this method accuracy is 
maintained at satisfied level using determinant factor by rearranging the data two times via original matrix and 
its corresponding partial clockwise chaining rotational matrix. Though it requires more computation time, it 
provides good level of accuracy of data. Thus, here it tries to provide a new insight for improve the essence of 
cloud security through detection of data integrity violations during storing or transmission, and proposes a data 
coloring method which can be applied to solving the trust management between data owners and service 
providers. The new procedure overcomes all the defects that go along with data integrity assurance methods 
towards security. The performance of this approach is compared with the various algorithms. The simulation 
results show that the new method using MD5 algorithm outperforms compared with SHA algorithm and also it 
resolved all of their deficiencies. 

 
Future Enhancement: 

In the future enhancement more experiments will be conducted in cloud computing and test the 
performance of this approach which may provide a reference solution for both data integrity and security in 
cloud storage. 
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